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Abstract: The paper presents the analysis of a secure
transmission channel between nodes in the distributed
measurement system. Its security is discussed, using the
position-based scheme, where each node is authenticated
based on its geographical position. To decrease the threat of
the adversary disguising as the authorized node and
eavesdropping the transmission, the quantum cryptography
scheme is used. The paper presents the modifications and
practical implementation issues of such a communication
scheme in the distributed measurement system. Time
measurement accuracy and clock synchronization are
considered, as well as technical difficulties in delivering the
secure quantum channel in the open space.
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1. INTRODUCTION

Distributed measurement systems (DMS) became the
standard in the automation and control applications.
Introduction of the fast computer equipment facilitated
creating more universal and flexible approaches. The same
microcontrollers or programmable logical controllers (PLC)
can be used for multiple purposes, depending on their
selected configuration of the software controlling the
measurement task. Abilities of the specialized computers
allow for increasing the number of measurements taken at
each location and processing them on-site. Also, with the
rising accessibility to communication media, even the
simplest devices contain network interfaces. This increases
the range and expands applications of DMS, but also
introduces security threats, which may compromise the
measurement and control operation [1].

The secure transmission of measurement data is an
important topic in the age of terrorism and ubiquitous access
to the computer networks. Multiple structures delivering
services to the society (power plants, water supply stations,
traffic control centers) are now partially or fully automated,
which is possible thanks to the reliable and efficient
hardware. The rising amount of micro- electromechanical
systems (MEMS) will be wused to gather multiple
measurements and send them to servers through the central
cloud-based storage. Unfortunately, this facilitates intruder

attacks, aiming at taking control over the system or
damaging it beyond repair. Therefore sophisticated
cryptographic  protocols must be wused to prevent
compromising the system by the potentially the attacker.
The paper presents the application of the position-based
cryptography to ensure safety and integrity of measurement
data, transmitted within the DMS. This new idea was
already considered for application in distributed systems,
including sensory networks [2]. To increase security of the
system, the quantum cryptography protocol was added to the
scheme [3]. The following paper considers applying this
methodology to the specific applications of DMS, including
measurement and processing nodes. Apart from theoretical
aspects, practical problems are also considered here. The
architecture and simplified model of the contemporary DMS
is in section 2. Fundamentals of the cryptography for the
needs of the DMS are in section 3. The position-based
quantum cryptography key exchange protocol is in section 4,
while section 5 contains practical issues related to the
possible implementation of the protocol. Section 6 contains
conclusions and future prospects of the proposed scheme.

2. SECURITY OF DMS

The contemporary DMS is a versatile heterogenic
system, containing various nodes, depending on their
purpose and hardware capabilities [4]. There are two
categories of nodes: measurement and processing (Fig. 1).
The former are responsible for obtaining measurement data
from the outside world and, optionally, processing then
immediately. The second group consists of devices
responsible for storing and processing data obtained from
remote measurement nodes. They can also work as the
control nodes, sending commands to the measurement nodes.
Two problems cause the security threats there. Firstly, the
computational power of the measurement nodes is limited
and additional effort imposed by the cryptographic
algorithms may be unacceptably high. This is the case for
small microcontrollers or intelligent sensors, powered by
batteries. The solution may be the additional module
responsible only for encryption of the measured data, which
would be safely transmitted to the processing node
immediately after acquisition. The problem is the limitation
of the power consumed by the remote node. Therefore
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cryptographic methods must be simple [5]. This problem
usually does not exist on the processing node, which is the
personal or industrial computer with relatively high
computational resources. Contemporary trends of stressing
ecological aspects in technology (such as energy
scavenging) prefer power-saving methods and algorithms.
Therefore efficient cryptographic methods on both sides of
communication are preferred.

The second problem is the character of the transmission
medium. In industrial applications, critical for the society,
specialized networks are used, next to the Ethernet standard
computer network. To ensure the safety from the outside-
world intruders, such a system is usually separated from any
widely accessible medium (such as the Internet). To discuss
the security of the modern DMS we make the following
assumptions:

o the attack comes from within the system, which must be
physically penetrated.

e The intruder is unable to take control over the nodes
directly, but only by sending remote commands.

e The weakest point in the DMS infrastructure is the
transmission medium.

o The size of the DMS is limited to no more than 1-2 km.

=

Network
infrastructure

.I!’ﬁ %

Workstations Sensory {
networks

Fig. 1. Architecture of the DMS

The attacker must use the communication network
utilized by the DMS. It is possible by positioning him within
the range of the wireless network or by connecting to the
cable in the case of the wired network. Although computer
transmission protocols are well established and used in
industrial applications, some systems require individual
methods and protocols, fostering the development of
alternative cryptographic approaches [6].

3. POSITION-BASED CRYPTOGRAPHY IN DMS

This is the novel type of cryptography, facilitating
authentication and safe data transmission [6], suitable for the
wireless communication, especially between sensors within
the smart dust [7]. It simplifies the cryptographic key
management (generation and distribution), which is the most
difficult task. The main idea here is that the node proves that
is the valid participant of the communication system by
providing its geographical position. It is entitled to send
measurement data and receive commands from the control
nodes only if the position is correct with the value

previously agreed between participants of the DMS. Such a
node is called a prover (P). Its position is determined by
measuring the time of sending and receiving the control
messages to and from other nodes, which verify if P is the
part of the legitimate communication scheme. These nodes
are called verifiers V; (i=1,...,n). Only if the response from
the prover returns to the verifiers “in time”, it is considered
as the authentic node of the DMS. In the scheme illustrating
the position-based communication (Fig. 2), d(P,V;) is the
Euclidean distance between the prover and one of verifiers.

Fig. 2. Scheme of the position-based cryptography.

To successfully implement this type of cryptography, the
number of verifiers in DMS must be at least greater by one
than the number of the considered dimensions [3]. In
practical applications the maximum number of three
dimensions is needed, but increasing number of verifiers
increases the accuracy of the algorithm (Fig. 3). All verifiers
generate and send their control messages m; to P in a way
that all reach it in the same time (operations gen_mes and
send_mes). The prover must process these messages
(proc_mes) and resend responses r; (operation send_resp) in
a way that all V; get them in the same moment (operation
recv_resp). Finally, all verifiers agree that P is the
authorized node of the DMS. If the time measurement was
available with the infinite precision, the only node able to
send r; in time would be P. This ensures that the attackers A,
(7=1,...,m) located inside the DMS would never be mistaken
with the legitimate node, although they can acquire all m;
and send r;. Because the time instants of the transmission m;
are fixed to the position of P, any other node is not able to
obtain all of them at the same time and respond accordingly.

pos_auth(P, Vi, ..., V)
m=gen_mes(Vy,...,"})
send_mes(Vy,..., 7, m)
r=proc_mes(P, m)
send_resp(P, r)
recv_resp(Vy, ..., Vi)

Fig. 3. Position-based authentication scheme [3].

In practice, the transmission time is known with limited
accuracy. Therefore attackers located close to P may try to
intercept messages m; and immediately respond, pretending
to be the authorized nodes. Depending on the accuracy of



timers in V;, the probability of such a case is ¢. In [3], the
position of P was assumed known to all V; and A;. The latter
might be able to calculate the moments of resending the data
to V;, therefore the initial scheme of the authentication is not
secure. The problem is even more serious, when the number
of attackers is equal to number of verifiers and every
attacker is responsible for covering only the closest verifier
to its position. Synchronized attackers knowing position of
each other and P, will jam the latter and take over its role.

4. QUANTUM POSITION-BASED
AUTHENTICATION SCHEME

Introducing the quantum cryptography to the position-
based scheme increases security of the DMS. The most
common key-exchange protocols (QKD) are four-state
BB84 [8] and two-state B92 [9]. The first one is used in
transmissions of the highest security (for example, some
bank transfers [10]). The main application of QKD is the
key exchange. In DMS such methods can be used to
minimize the chance of the successful attack on P. A
complex method for generating r; in response to m; must be
proposed. The quantum (n-qubit) state is shared between P
and all V;, besides some classical information: p and v;. The
2-qubit state - EPR pair (1) is the simplest one applicable:
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The quantum state is a set of such EPR pairs [11] (one
for each (P, V;)), therefore usage of the quantum
teleportation to exchange information about values of qubits
is possible. The transmission is executed in the same time
between all pairs to generate the full quantum and classical
information. The former is transmitted using the quantum
channel, i.e. by the agreed pair of qubits, manifesting the
quantum entanglement property [12]. This way both nodes
read the same value of the qubit (although no traditional
communication between them is executed). To obtain bits
from the quantum states, Bell measurements must be
performed in the particular basis (which is a randomly
selected bit). The classical information is sent through the
traditional medium (air). The aim of this procedure is to
calculate the new quantum state (1)

“D>x§ =U,,

) @)

AB

where U, is the set of fixed unitary operators (known to all
parties) transforming the state %) into ‘(D). This way, using

the quantum bits teleportation each node concatenates the
new classical information (obtained from measuring qubits)
to the previously possessed. Finally all parties exchange
their fragments of the classical information to obtain the
new quantum state (1).

The security of QKD is based on the no-cloning property
of the quantum state. If the intruder intercepts the state and
reads its value, it can’t be passed to the prover without
compromising the eavesdropper. However, such a scheme
can be attacked by n intruders, who locate themselves on the

path between P and subsequent V; (each verifier is
“covered” by one A;). When A; obtain their m;, they use the
teleportation to calculate the operator U, and subsequently
generate r;, immediately sent to verifiers (Fig. 4).

In [3], the position-based authentication protocol,
resilient to such an attack, was proposed. It requires the
private communication between verifiers. If intruders do not
have any information about entangled states (used for
teleportation between V; and P), the BB84 scheme can be
applied (Fig. 5). First, verifiers select a set of random bits X
and exchange them (operation gen_qubit _base). In the
simplest case they are classical bits x, € and the qubit H 9‘ x)-

To calculate x, the node P requires both the bit 8 and the
qubit, which must be obtained at the same time (operation
send_mes). The P calculates x by measuring the qubit in the
basis of & (operation proc_mes) and returns x to verifiers
(operation send_resp). The node P is considered authentic
only if the value of x is correct and it is revealed on time
(operation recv_resp).

Fig. 4. lllustration of the attack of intruders on the position based
scheme.

quant_pos_auth(P, Vy, ..., V)
X=gen_qubit_base(Vy,...,V})
send_mes(Vy,..., 7y, X)
x=proc_mes(P, X)
send_resp(P, x)
recv_resp(Vy, ..., Vi, X)

Fig. 5. Position-based quantum authentication scheme [3].

Such a scheme is efficient as long as the probability ¢ of
guessing the transmitted bit value is acceptably low. To
decrease ¢, one must repeat the scheme from Fig. 5 multiple
times. Their number depends on the desired level of security.
This approach is used not only to authenticate the position
of each node, but also during the transmission. Currently
such a method is considered safe and recommended for the
measurement nodes with limited computational power.

5. IMPLEMENTATION ISSUES IN DMS

The presented scheme is theoretically correct and
ensures security of the DMS with the high probability
(increasing with each round of the quantum state
calculation). Its practical implementation considers the
method of implementing the quantum states, time



measurement and security assurance. The following section
discusses these problems.

5.1. Quantum states realization

The quantum states exchanged between nodes are
implemented by the pairs of entangled quantum states
(usually represented by particles of light). Two methods are
applicable here: faint laser pulses, emitting single photons,
or entangled photon pairs. Transmission using both
approaches is in Fig. 6, where photons are detected by
Avalanche Photo Diodes (APD). They are currently the
most accurate receiving devices.
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Fig. 6. Methods of transmitting the quantum state: using
faint laser pulses (a) and through entangled photon pairs (b)

The first method requires the precise source of photons
(faint laser pulses) [13]. The main problem is the stochastic
nature of the light source, making generation of a single
photon difficult, expressed by the Poison statistics (3):
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where p(n) is the probability of generating n photons and u
is the mean photon number generated by the source. If the
laser generates multiple photons (identical copies), they can
be used by the intruder to intercept the QKD.

The quantum-entangled photon pairs can be generated
by some crystals. Currently practical methods of
transmission systems are proposed [14]. The Ekert protocols
use advantages of this method [15]. Currently there are no
applicable devices for the DMS, although this solution is
more attractive, ensuring greater accuracy. The probability
to generate multiple photons is comparable to faint laser
pulses, but this method of generating the light is immune to
beam-splitting attack. Unfortunately, it is also more difficult
technically and expensive solution (because of the larger
spectral width).

The other party of the transmission must be equipped
with the detector sensitive enough to detect a single photon.
This technology is considered safe, although in [16] was
proven that if implemented improperly, the system can be
compromised using off-the-shelf equipment to intercept the
keys and leaving no trace of the attack. Its limitation is the
speed of light. The main issue is the hardware realization of
the system in the open space, where laser light is diffused in
the air (which is described by the noise ratio). Currently
applied avalanche photodiodes [17] are able to detect
subsequent pulses with over 1 to 2.5 Gb/s efficiency [18].

This is sufficient throughput for most operations of the
typical DMS, where scalar or vector numbers are
transmitted from the measurement nodes. In the opposite
direction the commands are sent from the control node.

Another problem is the size and power sources for the
DAQ nodes. Current solutions in QKD assume relatively
equipment including traditional hardware, such as FPGA in
the transmitter and receiver [18]. Two applications of free
space quantum cryptography were considered: computer
network communication (Ethernet) and data exchange
between satellites (or between the satellite and the ground
station). The available power is in such cases is greater than
in the measurement node (unless powered from the AC line)
This limits contemporary solutions to large equipment.

The distance of the communication between the
measurement nodes is also important. The assumed range of
the considered system is up to a few kilometers, although
recent experiments proved that the correct transmission over
140 km is possible [19]. The main problem is the
interference with the environment, which depends on the
applied wavelength and weather conditions. As transmission
errors come from eavesdropping or failures of the link, it is
necessary to ensure the lowest quantum bit error rate
(QBER) possible (4).
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where ng is the number of transmitted bits, n. is the number
of incorrect bits (because of eavesdropping or deficiencies
of the transmission channel) and E; is the maximum
acceptable value. Current research are aimed at lowering
QBER below 1% (although even values at about 15 percent
are sometimes acceptable) [20]. If the QBER is greater than
the assumed value (determined considering the interference
with environment), the eavesdropping is suspected. To
obtain it, the combination of spectral, spatial and temporal
filtering is used [21]. Currently acceptable values of the
attenuation are about -70 dB, which delivers enough
accuracy for the DMS at the range of 1 to 4 kilometers
(considering the required line of sight between the laser and
the detector). This is related to the quantum error correction,
as cryptographic system works flawlessly only if the
quantum channel is perfectly separated from the external
environment. As it is hardly obtainable in practice, multiple
methods are proposed to compensate for the loss of the
quantum state. These approaches are still developed [22].

Another problem is the size and power requirements of
the communication devices. DMS usually requires small,
portable equipment, making the contemporary laser systems
impractical. Both sources and receivers are from 25 to 50
cm. Although for the satellite system the node lens’ aperture
is relatively large (about 100 cm), the DMS of the local
range (within 2 km) will require smaller lens. Currently
there are no suitable low-power systems that could be
installed in the small and remote measurement nodes.

The wavelength generated by the laser is important to
avoid problems with increasing QBER. Therefore values
above 650 nm are usually selected. This allows for sending
the photons over long distances without the influence of the



background noise. Generally longer waves are easier
detectable by APD, therefore the DMS would require light
with length of about 800 nm.

The transmission speed for the designed DMS is
relatively small, as single numbers and characters are sent in
both directions. Contemporary QKD systems ensure the
maximum speed of 10Mb/s in the open space (equal to the
old Ethernet standard) This capacity is enough if the
measurement nodes send only scalar values and receive
short commands. Therefore for most cases (except, for
instance, video transmissions), this speed would be
acceptable for DMS applications.

5.2. Precision of time measurement

Precision of the time measurement affects the accuracy
of the position verification. Existing methods are based on
the time measurement. Precise timers are used for that
purpose. Their top accuracy is about single picoseconds. It is
suitable for measuring time in every distributed system. The
main disadvantage of such a device is its price and physical
dimensions [23], but in most cases cheaper and less accurate
timers are sufficient. The time measurement for the distance
calculation is as follows. After the verifier sends its message
m;, it starts the timer, which runs until the response from P is
obtained. The time is calculated as in (5):

pos 2 m (®)

where ty is the time required by the message to reach the
prover and return to the verifier, t, is the time of the
message reaching the P and t, is the time required by the
response r to reach V;. It is assumed that times of travelling
both directions is the same, which might not be true. Also,
ts IS obtained after multiple repeats of the test
measurements, where the mean value and the standard
deviation is obtained. Similar methods are used in computer
networks [24], but their efficiency depends on the range of
the system. As the accurate time prediction in the Internet is
impossible, the range of the secure DMS would also be
limited to the area where transmission conditions are
predictable, and standard deviation of repeated time
measurements would be minimal. Still, the attacker located
close to P can exploit the inaccuracies to send the message
with the delay that will not be detected by verifiers. This
problem will not be solved even by implementing the timers
with the highest available accuracy. The quantum key
distribution makes the attack more difficult, especially when
intruders have no information about entangled states
exchanged between the legitimate nodes. The latter,
however, require additional secure channel to communicate.

Another consideration is the DMS with moving nodes.
The scheme from [3] is designed for stationary parties.
Implementation of the security protocol for mobile
measurement nodes would require fast update on the times
(3) related to the changing position of the node. This
problem is presented in [25].

The time accuracy in the quantum part of the scheme
depends on the synchronization between the devices.
Theoretically they can be coupled with the infinite precision.

In practice, the most important parameter is the jitter of the
APD, determining what will be delay of receiving the
photon. This can be exploited during the eavesdropping. To
maintain the synchronization atomic clocks are used.
Attempts to decrease the initial jitter of the APD are also
made [18]. In the DMS, with the distance between nodes up
to a few kilometers, the required clock precision must be as
high as possible.

5.3. Security of the quantum key distribution

The security of QKD depends on the theoretical
properties of the algorithms and their practical
implementations. Most protocols (BB84, B92) ensure the
security by creating long keys with multiple bits, from
which some might be intercepted by the intruder. To obtain
the extremely low probability of eavesdropping, both sides
of communication must generate keys of the particular
length. The practical aspect of ensuring the security depends
on the used equipment. According to Fig. 6, there are two
methods of transmitting quantum states. If the faint laser
pulses are used, there is the problem of more than one
photon generation, which makes the beam-splitting attacks
possible [26]. They exploit the non-ideal nature of the light
sources. As bases required for the quantum measurement to
obtain the bit value are announced publicly, the attacker can
intercept the non-ideal pack of many photons, store one of
them in the quantum memory and send the rest to the
original destination (without being detected). When the
bases used for the measurement are announced, A; measures
the stored photon and obtains the required information.
Although counter-measures were developed (decoy state
protocol) [27], they require the minimal quality of the
channel, otherwise the transmission will be impossible. To
increase the precision of the light source, the Vertical Cavity
Surface Emitting Laser (VCSEL) was proposed [28], which
is more flexible than edge-emitting lasers. However, the
probability of generating multiple photons is still non-zero,
threatening the security of the system.

The security of the system based on entangled photon
pair is currently verified. Recently the complex approach,
based on blinding the APD was proposed [29]. Although it
assumes usage of the fiber optics for the quantum
information transmission, with small changes it can also be
used to intercept qubits in the open air. The scheme assumes
the position and number of attackers as in Fig. 4. This
experiment shows that the security of the discussed system
significantly limits the distance between the nodes [29].

6. CONCLUSIONS

The paper presented the analysis of the application of
guantum position-based cryptography to the secure DMS.
Details of the position-based verification were presented.
Quantum key exchange scheme and its support for the
introduced scheme was explained. Finally, advantages and
weaknesses of the presented solution were discussed,
especially considering practical implementation using the
contemporary technology.

The practical implementation of the scheme requires the
following features of the equipment used for the task:
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Small factor of QKD devices,
measurement nodes

Limited requirement for the power (possibly using
energy scavenging)

Laser light sources ensuring small QBER in the free
space. This requires greater wavelengths (above 800 nm)
e security requirements of the protocols to be used in the

coupled with

DMS can be met by using keys long enough to minimize
the eavesdropping probability. The main problem poses the
equipment to execute the task. Currently it is in the
preliminary stage of tests, therefore impossible to use in the
practical applications. Also, the time is required to verify
security of BB84, B92 and Ekert protocols implemented in
the free space (as new methods of attack are still
developed). It is believed that introduction of quantum
computers would revolutionize cryptography and theory of
computations. Currently the cost of the hardware is too
large, making it implementable in banking and military.
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is makes applications in DMS not yet possible.
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