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Abstract – Sensor networks are becoming increasingly
practical to deploy in largely varying settings, which
combined with the growing availability of low-cost sen-
sors and the increasing scale of sensor networks, makes
it highly challenging to ensure the trustworthiness and
reliability of measurements and data. Factors such
as physical inaccessibility and cost constraints make it
infeasible to use established methods for calibration,
further increasing the difficulty of assessing measure-
ment uncertainty and ensuring traceability in sensor
networks. In addition, the large volume of data gen-
erated makes the assessment of data quality in sen-
sor networks infeasible without automated, efficient,
and reliable methods. This paper explores how well-
known data quality characteristics can be applied in a
metrologically sound manner, enabling quality assess-
ments even when reference data or traditional calibra-
tion data are unavailable.
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I. INTRODUCTION
Sensor networks are a valuable asset in many settings,

such as industrial and smart city applications, as they en-
able a data-driven approach to decision making by col-
lecting real-time data from various entities. Sensor net-
works are becoming increasingly practical to deploy, in
part because of the availability of low-cost sensors and
open-source tools. However, low-cost sensors often have
lower measurement quality. Combining this with sensor
networks becoming ever-larger and the vast amounts of
data they can collect, makes it particularly challenging to
ensure trustworthy and reliable data. [1]

Established methods for sensor calibration are used to
ensure traceability of measurements and estimate measure-
ment uncertainty. However, these methods involve remov-

ing a sensor from its deployment location, transporting it to
a laboratory for calibration and redeploying it afterwards.
For many sensor networks, this is infeasible due to sev-
eral factors, such as physical inaccessibility and cost con-
straints, further adding to the difficulty of assessing data
quality. In itself, the huge amounts of data make the as-
sessment of data quality by conventional means impracti-
cal without the availability of automated, efficient, and re-
liable methods, due to the significant amounts of resources
required [1]. In cases where such methods are not estab-
lished, discovering issues relies on the manual inspection
of data, which results in substantial risks of basing con-
clusions and decisions on poor quality data. Thus, from a
metrological perspective, new methods must be developed
to measure data quality in sensor networks.

Real-world sensor networks vary greatly in many as-
pects, including associated legal and financial aspects [2,
3]. Some sensor networks use highly specialized and
costly sensors for normative applications (e.g. network
of gas flow meters in gas distribution pipelines), which
will need to be calibrated regularly to avoid high financial
and legal implications in case of incorrect measurements.
Other sensor networks are less specialized, possibly using
battery-powered sensors, and have lower associated costs
(e.g. for maintenance, sensor replacement, etc.). These
kinds of sensor networks are becoming quite common, for
example, in smart cities and citizen science applications
(e.g. for monitoring of local air quality and comparison
with reference air quality networks).

This paper focuses on less specialized sensor networks,
with limited legal or financial implications where data
quality is somewhat unknown due to the mentioned chal-
lenges and where a strict metrological procedure is not
mandatory.

The paper is structured as follows. In Section II. alter-
native calibration methods for sensor networks are intro-
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duced, highlighting methods that do not require additional
reference sensors. Section III. highlights metadata as a tool
to address different data quality characteristics. Section
IV. describes different data quality characteristics relevant
to sensor data quality from a metrological perspective and
discusses how they can be applied in the described context.
Lastly, Section V. concludes the paper.

II. CALIBRATION METHODS
There are a few different approaches to performing cal-

ibration in sensor networks in scenarios where no ground-
truth reference sensor is available. Such calibrations are
likely to be performed as online calibrations, which refer
to calibrations performed during normal operation of sen-
sors [4], i.e. without removing sensors or turning off (parts
of) the sensor network. In-situ calibration is used in the
case of online calibration, as it refers to the calibration of a
sensor performed at the location of its deployment without
having to disassemble and transport it to a calibration lab-
oratory [5]. It is possible to perform both with and without
a reference sensor. Co-calibration can be considered as a
special case of in-situ calibration where nearby sensors al-
ready present in the network are used as reference devices
[6]. In the case of co-calibration, the reference value itself
may have to be estimated at the position of the device un-
der test using appropriate interpolation and sensor fusion
techniques. This is also related to blind calibration, which
refers to calibration without controlled stimuli or ground-
truth data [4].

From a sensor perspective self-calibration refers to the
sensor being calibrated against its own measurements
based on physical self-evident principles or similar. From
a sensor network perspective it is similar to co-calibration
where calibration is performed using other sensors in the
network. [4]

Pre-calibration referring to calibration performed before
deployment is also possible for sensors in sensor networks
both in laboratory and in-situ. With this approach, the chal-
lenge lies in performing recalibration of sensors at a later
stage and in potential differences between controlled and
uncontrolled environments. If sensors are calibrated using
pre-calibration, they can be used to calibrate other sensors
through distributed calibration after deployment. [4]

Assuming pre-calibration is performed, another cost-
reducing form of calibration is global calibration, where
a calibration model is derived using the data from a subset
of sensors [7]. The resulting model can then be transferred
to similar sensors operating under comparable conditions,
thereby reducing the complexity of future recalibrations.

Lastly, a sensor might have been pre-calibrated from the
factory, or there might be a specification of its uncertainty
in its data sheet. If no other method is possible, this data
should be provided as metadata for the sensor in the sensor
network system.

III. METADATA
Metadata, i.e. structured data that provides information

about another piece of data, can vastly improve the trust-
worthiness, reliability, and (re)usability of sensor network
data. In the case of sensor networks, especially sensor
networks without access to reference sensor data, meta-
data can provide useful information about data structure,
measurement units, measurement variables, placement of
sensors, measurement method, uncertainty, etc. Metadata
should be stored and accessible in the system. Having no
metadata can complicate the analysis and meaningful use
of the generated measurement data, as it will be ambigu-
ous and difficult to use. Improving the metadata can not
only help understanding and use of data, it can also help
improve the quality, addressing the below-mentioned data
quality characteristics. Examples of how are given in the
respective sections for the data quality characteristics.

IV. DATA QUALITY CHARACTERISTICS
If none of the above calibration methods are possible

or feasible for a given sensor network it is even more chal-
lenging to describe the uncertainty and traceability of mea-
surements and to measure the data quality in general.

There exist several well-known data quality characteris-
tics and these are being used within different domains to
measure and describe data quality. The number and defi-
nitions of data quality characteristics vary from source to
source. Not all are relevant from a metrological perspective
and depending on the use case data quality requirements
for the different characteristics can vary.

Table 1 lists data-quality characteristics drawn from two
standards: ISO/IEC 5259-2 [8], which is based on ISO/IEC
25012 [9], and ISO 8000-210 [10], which is part of the ISO
8000 series on data management. Table 1 also lists the data
quality characteristics selected for this paper due to their
relevance from a metrological perspective.

ISO/IEC 5259-2 includes the data quality characteris-
tics from ISO/IEC 25012 and uses the same categorization:
inherent data quality and system-dependent data quality.
Compared to ISO/IEC 25012, ISO/IEC 5259-2 extends
with an additional category called "additional data quality
characteristics". Only the inherent data quality character-
istics of ISO/IEC 5259-2 are listed in Table 1. This is be-
cause the inherent characteristics are relevant for the data
itself and not just for the system around it.

ISO 8000-210 focuses on data quality characteristics rel-
evant to sensor data and describes only five characteristics.

A subset of characteristics (accuracy, completeness,
consistency, precision, timeliness, traceability) was se-
lected as most relevant from a metrological perspective and
proposed as a basis for describing data quality in a metro-
logically sound manner. The selected characteristics are
shown in Table 1. All have relatively consistent definitions,
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Table 1. Data quality characteristics from two standards
and selected characteristics for this paper.

ISO/IEC 5259-2 ISO 8000-210 Selected
Accuracy Accuracy Accuracy

Completeness Completeness Completeness
Consistency Consistency Consistency
Credibility Precision Precision
Currentness Timeliness Timeliness
Accessibility Traceability
Compliance

Confidentiality
Efficiency
Precision

Traceability
Understandability

and four of them (accuracy, completeness, consistency,
timeliness) are among those mentioned most frequently in
literature with traceability and precision not mentioned as
often [11], but they are essential to metrology.

It is necessary to make a note on the difference be-
tween timeliness and currentness. Timeliness was selected
as a characteristic instead of currentness to keep more
aligned with ISO 8000-210 because of its focus on sen-
sor data and because of the umbrella aspect of timeliness,
which also includes currentness. Timeliness is described
in ISO/IEC 5259-2, but not included under it in Table 1,
as in that standard timeliness is defined as the latency be-
tween when data is recorded and when data is available
for use. This definition is in line with DAMA DMBOK
[12], which gives an overview of different characteristics
from different sources. It describes timeliness as "expec-
tation of availability" and currentness as "current with the
real world", but it also describes timeliness as an umbrella
term of different aspects including currency and latency.
It is the currentness part which is most interesting from a
metrological point of view, i.e. not the latency but with
emphasis on having the correct timestamp of the measure-
ment.

ISO 8000-210 [10] includes another aspect which is in-
teresting from a metrology point of view, where the data
quality characteristics are categorized using the three cate-
gories for data quality described in ISO 8000-8 [13]: Syn-
tactic, Semantic, and Pragmatic. Even if metrology fo-
cuses mainly on the semantic quality part, the syntactic cat-
egory, encompassing the representational precision char-
acteristic (i.e. representation of the measurement values
with the correct amount of digits matching the measure-
ment precision) is also important. The pragmatic category,
which comprises timeliness, is likewise crucial for data
quality because accurate timestamps strongly affect sub-
sequent analyses. This is shown in Table 2.

Table 2. ISO 8000-210 data quality characteristics cate-
gorized according to ISO 8000-8

Category Characteristic
Syntactic Representational precision
Semantic Accuracy

Completeness
Measurement precision

Consistency
Pragmatic Timeliness

A. Data Quality Measurement
When it comes to describing the quality of a dataset the

data quality characteristics are usually applied using differ-
ent data quality rules with associated metrics and measures
for each characteristic.

In this paper a measure is "measuring" how many data
points adhere to a given criterion, a metric is a measure-
ment function calculating the result for a rule, and the rule
itself is a threshold defining when the result is acceptable
or not. The metrics are usually of the following form:

Metric =
A

B
· 100% (1)

Where A is a measure, usually a count of how many data
points adhere to a given criterion, and B is the total amount
of data points considered for the given rule. The fraction
can be multiplied by 100 % to express the result as a per-
centage.

In this way a rule could, for example, state that the result
for completeness should be 95 % or above, i.e. the rule
defines a target. This would be measured by having A be
the counted number of data points and B be the expected
number of data points. If the result is below the target, the
data quality for that characteristic is not acceptable.

B. Accuracy
Accuracy is one of the most important data quality char-

acteristics from a metrological perspective. Accuracy ex-
presses how closely the data reflect the real world. Tra-
ditionally, accuracy is assessed with a reference sensor,
which has been calibrated using reference standards that
are traceable to the International System of Units (SI), that
quantifies the calibrated sensor’s uncertainty. This method
also ensures the traceability of the sensor. Without a refer-
ence sensor, other methods must be used.

One method is to make multiple measurements over a
short period of time. The difference between the measure-
ments, which is a measure of repeatability, can be used as
a lower limit for the accuracy of the sensor.

Monitoring the rate of change is another simple tech-
nique. Looking at the change in measurement value be-
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tween two consecutive measurements can help indicate is-
sues or accuracy of a sensor, e.g. if it is too large.

Another alternative method is to use sensor fusion,
which can be used in two different ways. One is to have
multiple sensors measuring the same variable. In that case,
variations in the measurements between the different sen-
sors can be used to indicate accuracy. Another way is to
use multiple sensor signals to infer another measurement
result and comparing the inferred measurement with an
actual measurement of a given variable. This is a com-
mon practice in air quality applications. For example, if
we have a single device including a temperature, humid-
ity, CO2 and pressure sensor, we could infer the data for
the humidity sensor based on the temperature and pressure
sensor outputs. Differences between the inferred value and
the actual measurement may indicate accuracy and sensor
issues.

The correlation between sensors can also be used to es-
timate accuracy. E.g. if sensors in a network are measuring
the same variable, but at different locations, the correlation
between sensors can be utilized to indicate when sensors
deviate from their normal operation or when they drift.

All methods mentioned above can provide further in-
sight into the measurement accuracy of sensors. Although
they do not address measurement uncertainty in a metro-
logically traceable manner, they can still be used to assess
the trustworthiness of sensor network data from a metro-
logical perspective.

Metadata regarding accuracy can be provided by includ-
ing sensor specifications such as the uncertainty or mea-
surement range from the data sheet of a sensor. Further-
more, a description of measurement principle and data pro-
cessing methods can provide insight into potential quality
issues.

C. Traceability
Metrological traceability [14] of measurements is essen-

tial from a metrological standpoint and impossible to pro-
vide without reference sensors. The calibration methods
mentioned above can provide some form of traceability, in
having a well-defined approach for estimating a substitute
for the full measurement uncertainty of the sensors. But
they are only "traced" back to other sensors in the network,
or models of the network, and does not provide the same
traceability as the traditional approach.

In cases without reference sensors, metadata can miti-
gate the lack of traceability by providing sensor-specific
information about sensor type, uncertainty, measurement
principle, measurement range, etc.

Another aspect of traceability is data provenance, which
is concerned with providing metadata about the origin and
modifications of data as it moves through different pro-
cesses and transformations. This can be important when

correcting data issues, such as outliers and imputation of
data where data are otherwise missing, because changes to
the data are "traced" as they occur.

D. Precision
Precision is split in two as shown in Table 2 above; mea-

surement precision, which is similar to the definition in
VIM [15], and representational precision, which refers to
the number of decimals or significant digits.

It is important to be aware of both. Measurement pre-
cision is directly related to the precision of the sensor
and, therefore, the reliability of the data. Representa-
tional precision is important because different representa-
tions might have different functionalities or applications
associated with them. Rounding errors or loss of informa-
tion can occur if values are rounded in different parts of a
system. Furthermore, floating point numbers in comput-
ers have limited precision which in some cases can lead to
errors.

Metadata defining the number of decimals for sensor
measurements and for stored measurement data will di-
rectly address the precision characteristic of data quality.

E. Timeliness
Timeliness is a measure of the availability of up-to-date

data for a given application and depends on the correct
timestamping of data to make sure it is known when a mea-
surement was made. Incorrect timestamps render the data
non-current; this, in turn, reduces usability because the true
measurement time is unknown, especially where analyses
are based on measurement times, such as time of day.

It is also useful to store metadata on the frequency of
sensor measurements and the frequency of sending data to
the cloud. This will make it easier to determine if data is
being collected at the correct frequency.

F. Completeness
Completeness has a high impact on quality since miss-

ing data severely reduces the usefulness of data. As an ex-
ample, sensor networks produce time series data where de-
velopment of forecasting models will be greatly impacted
by large gaps in the data. Missing data imputation is a com-
mon practice where gaps are filled using different meth-
ods. These can range from simple methods such as last
observation carried forward (LOCF) , mean imputation, or
linear interpolation, to more sophisticated methods, for ex-
ample using machine learning [1, 16]. Poor completeness
severely affects reliability and applicability as data can ei-
ther be deemed unacceptable or artificial data is needed to
fill in the gaps. In the latter case, data provenance is im-
portant to keep track of the inserted data.

Metadata can help improve completeness by providing
information about placement of sensors, applied communi-
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cation technologies, etc. which can be used to investigate
the source of potential issues.

G. Consistency
DAMA DMBoK [12] defines consistency as the absence

of difference, when comparing two or more representations
of a thing against a definition. This definition fits well with
a definition from a metrological perspective, where con-
sistency can relate to sensor measurements being consis-
tent over time, i.e. under the same conditions the sensor
will output the same measurement result. Another aspect
is sensors being consistent with each other, i.e. sensors are
consistent with each other if they, under the same condi-
tions, produce the same outputs.

When considering sensor data, one important challenge
is the mitigation of sensor drift, where a sensor over time
will produce different measurement results under the same
conditions.

Another challenge related to consistency is detection of
a stuck sensor, which repeatedly outputs an identical value.
Depending on the number of significant digits of the sensor
output this might be the result of a sensor issue.

Metadata can address some issues regarding consis-
tency. It is preferable for later data analysis that format,
unit, measurement method, etc. are consistent through-
out a sensor network. This improves understandability and
(re)usability of data. Consistent use of units also limits the
number of conversions, each of which can impact the ac-
curacy and precision of measurements.

V. CONCLUSION
For cases where a traditional metrological approach to

sensor calibration cannot be used, an alternative approach
to data quality within metrology has been presented. A se-
lection of data quality characteristics was selected from lit-
erature, representing the primary focus areas of metrology.
It is proposed to actively use these to address data qual-
ity challenges in a metrologically sound manner, because
while different alternative calibration methods exist, if no
reference sensor is available, there is no traceability, and
data quality needs to be addressed through other means.

Metadata plays a big role in addressing data quality is-
sues in sensor networks from a metrological point of view,
as this can help inform how the system works and where
to improve it.

Guidelines could be made to describe what information
needs to be available in a system to make quality assess-
ment manageable from a metrological perspective. Guide-
lines could define minimum requirements for metadata, al-
ternative calibration methods where applicable, or other
processes to make sure the system and its application is
metrologically acceptable and fit-for-purpose in view of
the goal pursued by the sensor network.
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