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Abstract- In this paper a portable automatic digital motialascanner is described. This novel instrumest ha
been designed including a pre-processor, ablevidelthe spectrum in sub-bands and to detect tbening
signals in each band, and a classifier, able itgssing the detected signals and estimating thedutation
types. The new instrument has been evaluated bsralegxperimental tests, carried out in differepemting
conditions by varying the Signal to Noise Ratio g§Mind by emulating different real scenarios.

|. Introduction

The modern telecommunication systems require alaegg bandwidth for high speed data transmissiasrder

to provide an increasing number of digital serviddewever, the range of radio frequencies (RF)as an
unlimited resource and, therefore, a dynamic spettallocation will soon be necessary to avoid aotiba
interference scenario. As a consequence, new neasut instrumentation for telecommunication systems
should be suitably designed to characterize sigwhisse spectrum and even modulation change dyn#ynica
without any a priori information. Such features Wbupe a great advantage in signal integrity or aign
intelligence applications.

In this scenario, it could be very useful a de\abée to: (i) scan the spectrum in order to detabtlzands with
the presence of one or more signals without anyiaipnformation; (ii) detect, for each sub-bartie carrier
frequency and extract the corresponding signald;(aih classify, for each extracted signal, thedutation type
and other parameters such as the symbol rate artgith of pulse shaping filter.

A method capable to classify the signal modulatias been already proposed [1], implemented in stnument
and successfully validated [2], [3]. However, thethod and the corresponding instrument have a fuadtal
limitation: they cannot scan a wide spectrum ineortb detect the signal presence; therefore, netessary to
know the frequency band of the unknown waveforroapture and classify it.

In this paper, a portable automatic digital modalascanner able to overcome such limitation igppsed. The
instrument includes both the signal detection 4] ¢he modulation classification [1] functions.garticular, it
provides: (i) the division of an assigned frequenagge in a given number of sub-bands; (ii) theownattic
selection of the frequency sub-bands including aknown signal; and (iii) the automatic modulation
classification, based on the method [1], of theedietd unknown signals.

The signal detection phase is provided by impleingnan eigenvalue-based method proposed in [5] for
cognitive radio applications and successfully agaplio unknown signals in [4].

The method [1] is able to automatically classifyesal kinds of digital modulation schemes such asuriyl
Phase Shift Keying (MPSK), M-ary Frequency Shifyigy (MFSK), M-ary Quadrature Amplitude Modulation
(MQAM) and Ortogonal Frequency Division MultiplexjfOFDM).

An experimental evaluation phase on standard telemenication signals has been carried out to vaidaé
proposed instrument.

The paper is structured as follows: the hardwasggthecriteria will be explained in Section Il. Ie&ion Ill, the
software implementation of the novel instrument Wwé discussed. Finally, in Section IV, a detaitkxcription

of the experimental test bench and a complete sisson of the obtained results will be shown.

I1. Hardwar e section

A. Design criteria

In order to design a suitable hardware architectarémplement the automatic portable digital motiola
scanner, a lot of requirements have to be satisfléwe ideal instrument for characterizing a dynaaihjc
changing radio spectrum for signal intelligencetalecommunication applications should be deployedhe
field, therefore, it should be relatively compatgnsportable on a vehicle, robust enough to opeiratan
uncontrolled environment, modular and easy to ma@indn the field. The system should be able in snguand
processing the real time wide-band RF spectrum, ahdhe same time, capable of satisfying the Valhgy
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needs: (i) easy package, carriage and usage;igii degree of scalability in terms of power suppigwer
management and system integration; (iii) modulaucstire to match with possible hardware add-ons tdue
research enhancements; and (iv) high interopetahilith the most common test and measurement cdontro
software. Hardware platforms satisfying such resints already exist; therefore, the hardware dgsigse
consisted in choosing the most suitable one.

The most used modular instrument platforms arevitd&bus eXtension for Instrumentation (VXI) [6] arige
PClbus eXtended Instrumentation (PXI) [7] ones.Bplatforms include several measurement modules in
shielded chassis connected by means of dedicagdtiioughput data connections and the possikifityeing
interfaced to a PC as external processing unitnwhis necessary. The main hardware module reddoethe
digital modulation scanner, a Vector Signal AnatyéSA) is available from different manufactures both
the platforms. Moreover, both platforms allow thet-sp of integrated test systems including in thens
shielded rack a RF signal generation section feretkperimental evaluation of the prototype scanner.

The main advantage of the PXI platform versus ti dhe is about dimensions and weight, that on rghde
system is decisive: for such a reason the PXfgrathas been chosen. As reported in [8], for conciaband
military systems, and in [9] for mobile applicatiorthe PXl-based instrumentation assure all theiqusly
reported requirements. Moreover, such measurenystgrss are suitable for both civilian and militamtical
applications where systems operate without theaguae of a reliable power source and are surroubyéuhrd
environmental conditions.

An external control and processing unit executimg digital modulation scanner software has beersahan
order to allow an easier adjustment of the proogsgower for new processors during the researcheptiaue to
the instrument employment, a laptop is the bestraat processing unit. A slot-in processing unit ba easily
added in a further production phase.

For the aforementioned reasons the automaticatligibdulation scanner has been implemented in acRXdsis
including a VSA and a module able to connect & taptop by means of a PCI Express Card. The caenpl¥I-
based prototype will be described in the next sadiisn.

B. Developed prototype

The developed prototype of the portable automagiad modulation scanner is an instrument whoselare
section is in charge of (i) scanning the unknowacsum, (ii) selecting the sub-bands, (iii) tratisig them to
baseband, (iv) digitizing the signals, and (v) $farring the acquired waveforms to a digital sigmalcessing
unit. The hardware configuration implementing stiehctions is shown in Fig.1. It is composed ofgisony
VGN-CR240E laptop (Intel Core Duo 2GHz and 2 GBR#M), with the roles of control and processing unit
(i) a PXI chassis that includes a Vector SignabKmser (VSA) PXI-5663 from National Instruments]ealko
operate the frequency down-conversion and the Abversion, and (iii) a PXle-8360 module for conimegt
the chassis to the laptop.

The PXI Express chassis PXI-1036 provides up toBsGer slot dedicated bandwidth and highly aceurat
timing. These features are obtained by using eemdifftial system clock, and differential signallinghose
increase the noise immunity for instrumentationckéoand the ability to transmit at higher frequentycks,
both characteristics needed for an instrument shauld work on the field with wireless telecommuation
signals. The slots in the chassis permit to achietke same shielded rack the down conversioh@RF input
signal and its acquisition by using the VSA.

In particular, the PXI-5663 VSA guarantees a RealeTRF Bandwidth of 20 MHz and a very wide frequenc
range (LOMHz — 6 GHz). During the present reseptdse a 220 V ac power supply unit has been chiosen
the prototype as the metrological capability wadarminvestigation only. A 12V dc power supply ucén be
adopted for the field operation without

requiring an external dc/ac converter. PXI - 5663 VSA PXle — 8360

I11. Softwar e section

The software section of the propose
instrument is composed of three modules:
a control module, managing the signal dow
conversion and acquisition in order to sc:
the whole frequency range of analysis

multiple steps, (i) a signal pre-processt
aiming to detect the signals within a singl
frequency sub-band, and (i) a digits
modulation classifier, able of identifying the
modulation type for each incoming signal. Fig.1. Digital modulation scanner hardware archites
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The control module, a Virtual Instrument (VI) demeéd in LabVIEW and installed on the laptop, iseatd
perform the following tasks: it divides the speatrito be scanned in sub-bands, and, for each suly-lian
executes iteratively the following actions;

1. itdown-converts the signals in each sub-bandéealtita acquisition bandwidth;

2. it digitizes the signals with a specified oversaimgplatio;

3. it calls the signal detector module;

4. if a signal is detected, it calls the modulatioassification module, otherwise the acquired redsrd

discarded;

5. it stores the results.
After the procedure has been completed for albtiiebands, the results are displayed to the user.
The configuration of the digital modulation scanaerwell as the result displaying are done by meéarise VI
graphical user interface (GUI), where the frequespgindF and the sub-band widthf can be chosen. The
number of sub-bands to be analysed is obtainesa-/Af, wherem is an integer number.
The signal detector module implements a method qgueg in [5] based on the eigenvalues of the redeive
samples covariance matrix.
The method, as reported in [5], is composed bydhewing steps:

i) to calculate the sample covariance matrix of theeiked signal, denoted & (Ns), whereNs is the

number of stored samples;

ii) to obtain the maximum and minimum eigenvalues efrttatrixRy (Ns), that is,4yax andAyn;

iii) to decide: if fyax/ Avin) > 7, Signal exists; otherwise, signal does not exist.
The threshold is chosen from the probability of false alaRg, that is the probability of the method having
detected a signal when there is none.
It can be shown that can be obtained as a functionlgfthe effective number of columns of the covariance
matrix, the number of the receiving antenndsandPr, [5]. In the present work, a single antenna recejvin
hardware has been chosen. Then, by choosing exgraity the best trade-off betwedly andL for a given
Pra, it has been possible to find the targébr very low false alarm probabilities.
The method has been implemented in a MATLAB functiwat can be called from the control module.
The modulation classifier module implements, in ATMAB function, the method for the recognition afydal
modulations proposed in [1]. It is able to recognidassical single carrier modulations such as WRirtase-
Shift Keying (PSK), M-ary Frequency Shift KeyingSK), M-ary Amplitude Shift Keying (ASK) and M-ary
Quadrature Amplitude Modulation (QAM), as well agl@gonal Frequency Division Multiplexing modulat®
like those specified in IEEE 802.11¢g [10], Digitddeo Broadcasting Terrestrial (DVB-T) [11] and HypAN
[12]. The method is based on a hierarchical decisiee, whose branches are selected starting fh@nrdot
depending on the signal characteristics.
The hierarchical approach allows the division & thassification problem in smaller and smaller-puiiblems,
saving processing resources. The modularity mdiesitethod flexible, by allowing to add or to remateps of
the recognition process, in order to adapt it ffedént modulation types.
This approach allows the classification of the nlation type by simply acquiring the signals dirgait a RF,
or, possibly, after a preliminary conversion toiatiermediate frequency (IF). In this case the wisidmal in the
time domain should be acquired, comprising bothctirgier frequency and its modulating information.

V. Experimental validation

A. Signal generation

In order to evaluate the automatic digital modualatiscanner, several experimental tests with diftere
combinations of emulated signals, have been caoidd Digitally modulated signals have been gemerdty
means of a PXIE-5641R Transceiver and then frequshifted by means of a PXI-5610 up-converter.

In Fig.2, the block scheme of the experimental besich is shown. Both the signal generation PX| ulexihave
been installed in the same chassis as the digidutation scanner, and have been controlled by meaa test
executive software developed in LabVIEW to autonaly execute all the tests in a closed loop.

Multiple signals have been generated simultaneousiyifferent frequency channels, according tafterknt
scenarios. In order to emulate a real spectralrenwient, each scenario includes three signals diffarent
modulations with an overall bandwidth of 40 MHz.eTsignal parameters used for the considered sosnang
reported in Table 1. The signals in each scenasa2aPSK, 4-PSK, 8-PSK, 16-QAM and 64 QAM, each one
with different carrier frequency, bandwidth and ditope. In the first, second and fourth scenarie signals
have been generated at 2373 MHz, 2383 MHz and RB&Z. In the third scenario, the 2-PSK signals tHeSK
and the 16-QAM signals have been placed into adjacieannels, therefore the carrier frequenciesnaeger.
The second scenario reproduces the first one \iftbreint amplitude ratios among the signals. Thel#ode
has been varied and, signals have been generafedhizad in software within the MATLAB environmern
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additive white Gaussian noise with an SNR varyimdghie range [6-20] dB has been added to the sigtwals
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Fig. z. Block scheme of the experimental test be

Table I. Test scenarios parameters: generation.

Modulation Carrier frequency Symbol frequency Filter Rolloff Amplitude
[MHZ] [kSymb/s] factor (to highest one) [dBm]
4PSK 2373.0 500 Raised cosine 0.22 -3
16QAM 2383.0 1000 Raised cosine 0.35 -20
2PSK 2387.0 100 Raised cosine 0.20 0
Modulation Carrier frequency | Symbol frequency Filter Rolloff Amplitude
[MHz] [kSymb/s] factor (to highest one) [dBm]
4PSK 2373.0 500 Raised cosine 0.22 -6
16QAM 2383.0 1000 Raised cosine 0.35 -25
2PSK 2387.0 100 Raised cosine 0.20 0
Modulation Carrier frequency | Symbol frequency Filter Rolloff Amplitude
[MHz] [kSymb/s] factor (to highest one) [dBm]
4PSK 2373.0 500 Raised cosine 0.22 -6
16QAM 2375.0 1000 Raised cosine 0.35 -25
2PSK 2385.4 100 Raised cosine 0.20 0
Modulation Carrier frequency Symbol frequency Filter Rolloff Amplitude
[MHz] [kSymb/s] factor (to highest one) [dBm]
4PSK 2373.0 500 Raised cosine 0.22 -3
640Q0AM 2383.0 1000 Raised cosine 0.35 -20
2PSK 2387.0 100 Raised cosine 0.20 0
Modulation Carrier frequency | Symbol frequency Filter Rolloff Amplitude
[MHZ] [kSymb/s] factor (to highest one) [dBm]
8PSK 23710 500 Raised cosine 0.22 -6
64Q0AM 2381.0 1000 Raised cosine 0.35 -25
4PSK 2387.0 100 Raised cosine 0.20 0

The samples of the so obtained mixed signal haga been transferred to the NI PXle-5641 IF Transei

B. Signal acquisition
All the generated scenarios were sent to the diigitadulation scanner by means of a cabled connecés it
can be seen in Fig.2, and they have been acqusedieans of the developed prototype and sub-divided

m=10 slots. The acquisition parameters, commonltooalsidered scenarios are shown in Table .

Table Il. Test signal parameters: acquisition.

Parameter Value
Center Frequency 2380 MHz
VSA Sampling Frequenc 8 MSa/s

VSA Record Length

50000 samples

Frequency SpanF

40 MHz

Single Slot Bandwidthif

4 MHz

C. Test phase and results

The whole digital modulation scanner evaluationgghbas been structured in three phases: (i) sagtattor
test; (ii) modulation classifier test; and (iii) wle digital modulation scanner test.

72



17" Symposium IMEKO TC 4,"8Symposium IMEKO TC 19 and £3WADC Workshop
Instrumentation for the ICT Era
Sept. 8-10, 2010, Kosice, Slovakia

To fix the detection algorithm parameters suchas
andL, a preliminary test phase, as in [4], has been
conducted. A lot of combinations has been tested
and because of the limited slot samples (50000),
andL was fixed respectively to 100 and 4.

a)

Anplitude [dBT]

Signal detector test phase

In this phase each of the 10 frequency slots for
scenario has been analysed by the detector module,
by varyingPg, for 0.01, 0.005 and 0.001 values and
with Ns and L parameter fixed to 100 and 4
respectively.

As an example, in Table 3 the detection percentage
on 100 trials for the first and the second test
scenario, with a fixedPg, of 0.001, are shown slot
by slot. As it can be seen from the corresponding
RULLLS spectra, observed during the tests, in Fig. 3a) and
ool 3b), the detector should find a signal in the IM, V

O
~

Ampliude [dBm]

! and VIl frequency slots only. From Table 3 it is
R possible to verify that for SNR values of 10dB and
higher, the detector selects correctly all the
Fig. 3. Spectra of the scenario 1 (a) and scenario effectively occupied slots, while a maximum
2 (b) divided in 10 slot of 4 MF. experimental false alarm rate of 0.02 (slot VIIklwi
an SNR fixed to 6dB) was obtained.

Table Ill. Detection percentage for the first atiee second scenario generated with SNR variakiteeinange [6-20] dB.

[
|
|
|
|
|
1
8

) o 4
Frequency Span [MHz]

Scenario 1 Scenario 2
Frequency Slots Frequency Slots
SNRIAB] [ I {11 IV V] VELVIEVITPIXEX]PSNRABI LI IV V] VIEVIEVIE]IX X
6 0J0J 0O]100J0f O | 100 2 0] 0 6 0] O] O] 100} O | 100| 78 0 0| O
10 0J 0] O] 100 O| 100f100| O 0] 0 10 0] 0] O] 100} 0| 100 100| O 0|0
14 0l0] O] 100f{ O] 100f100| O 0]o 14 0l 0] 0] 100f 0| 100f100| O 0|0
18 0[O0 ] O] 100f O] 100f100| O 0j]o 18 0| 0] 0] 100f O] 100f100| O 0|0
20 0J 0] O] 100 O| 100f100| O 0] 0 20 0] 0] O] 100} 0| 100 100| O 0|0

Modulation classifier test phase

In this test phase each slot in which the signa detected in the previous phase has been sde taddulation
classifier, while the others have been discardeding this phase over 750 modulated signals haeea bested.
Table 4 shows the correct classification percentageall the acquired and detected signals in in& fwo

scenarios for 100 trials.

As shown in the table, the correct classificatiencgntages are very good for SNR greater than 1@tiBre the
correct classification percentages are always equaigher than 85%.

Table IV. Modulation classification percentage tloe first and the second scenario detected Isigna

Scenario 1 Scenario 2
SNR [dB] | 4-PSK | 16-QAM | 2-PSK | SNR [dB] | 4-PSK | 16-QAM | 2-PSK
6 50 90 0 6 100 100 0
10 95 90 0 10 100 100
14 95 95 100 14 100 100 85
18 100 95 100 18 100 100 85
20 95 100 100 20 100 100 90)

Wholeinstrument evaluation at fixed SNR

In order to evaluate the whole system robustnesthanscenario has been designed. According toeTlalthe
fifth scenario has the slot Ill, VI and VII occugidy 8-PSK, 64-QAM and 4-PSK signals, respectivélye
spectrum, sub-divided in 10 slots, of the corresiimmacquired signals is shown in Fig.4. In thist kvaluation,
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an additive white noise with SNR fixed at 20dB bagn Table V. Signal detection percentage and correct
added to the signals. In Table V both the deteatimults  modulation classification percentage for scenario 5

(ok, if a signals was detectedp otherwise), for eac
acquired slot, and the correct modulation classiiban
percentages, for each detected signal, are shosvit.dan
be seen from the table, the occupied sub-bands bhese

SNR [dB] Signal Detection
| 1] jiv Vo] v vV jix ] x
no | no| ok no no ok| o{ no np 1o

correctly detected while the other seven free sardb — (Slotlll)M:j_ga;'h:'ljlfs\z;'cat'Z'jPSK o
have been discarded: furthermore, the detected latedu p” " ”

signals have been perfectly classified as MPSK (M>2
and QAM.

V. Conclusions

In this paper, a portable automatic digital modafat
scanner has been described and experimentallydteste
The modulation scanner has been designed as & sing| |
block including a pre-processor, able to divide the = |
spectrum in sub-bands and to detect the incoming . | P S S
signals in each band, and a classifier, able ingssing Frequency Span (W]
the detected signals and estimating their modulatio Fig. 4. Spectrum of the scenario 5.

types. To develop this novel instrument, a PXl-base

architecture controlled by a digital signal proéegsunit has been chosen. The new instrument has be
evaluated by several experimental tests, in whidhtaf different actual scenarios have been gdedray
varying the SNR. The instrument has been validétgdneans of three different test phases: signaotimt
evaluation, modulation classifier evaluation andolghinstrument evaluation. The results were goaith an
high percentage of correctly detected sub-bandsamndigh percentage of correct modulation classific.
The next research step will consist in estimatihgsiral layer signal parameters and in improvirgdabhtomatic
modulation scanner processing rate.

Amplitude [dBm]
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